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? 1 ?
??
1.1 ?????
?????????????????????????????????????????
???.??????????????????????????????????????
??????????????????ARPANET???????? 1970????????
???????? [1]?1970??????????? spam????????????? [2]?40
?????????????????????? spam?????????????????
spam??????????????????????????????????????
??Greylisting????????????????????????????????? [3].
????????????????????????????? spam??????? 2017?
????? 40%?????????? [4]???????70%???????? 2009????
??????????????????????????????????????????
??????????????????? [5]??????????
1.2 ?????
? 1.1?????????spam???????????????????????spam??
?????????????????? spam???????????????????????
????????SpamTrap????????????????????????????
????????SpamTrap?????????????????Markov Chain Monte Carlo
(MCMC) ?????????????????????????????????????
??????????????????
???????spam???????????????????????????????
???????? [6, 7]???????????????????????????????
5
? 1 ?? ??
??????????????????????????????????????????
???????????????? spam?????????????????????
1.3 ?????
????????????????.
? 1? ??
??????????.
? 2? ?????? SpamTrap
???????? SpamTrap????????
? 3? ???????MCMC
????????????MCMC?????????
? 4? ????
??????????????
? 5? ???????
????????????????
? 6? ??
?????????, ?????????.
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? 2 ?
??????spam???
2.1 ????????
???? SMTP?????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
?????????????
?????????? 2.1?????????????????????????????
?? 2???????????????????????????????????????
??????????????????????????????????????????
????????????????????????????????To?From?????
??????????????????????????????????????????
??? [3, 8]?
2.2 spam??????
2.2.1 spam?????
spam???????????????????? spam???????????????
??????????????????????????????????????????
??????????????????????????????????????????
???????? [1]?
spam??????????????????????????????????????
??????????????????????????????????????????
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? 2 ?? ?????? spam???
????????????
2.2.2 SpamTrap??
spam??????????????????? 3?????
• ????????????????????????
• ??????????????????
• ???????????
????????? spam??????????????????????????????
?????????????????????????????????????????
??????????????????????????????????????????
??????????????????????????????????????????
???????????????????? spam???????????????????
? [9]????????????????????????? spam????????????
????????????????????????????? spam??????????
???
????????????????? SpamTrap???????????????????
?????SpamTrap? spam??????????????????????????Spam-
Trap???????????????????????????????????????
????????SpamTrap?????????????????????????????
?????????????????????????????????????????
SpamtTrap???????????????? spam???????
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? 2 ?? ?????? spam???
送信者が記載
本文
メールボディ
添付ファイル
メールヘッダ
経由サーバが記載
From: hoge@example1.com
To: fuga@example2.com
Subject: this is test
Return-Path: hoge@example1.com
Received: from x.x.x.x (x.x.x.x)
by fugahoge.exapmle3.com
with SMTP; Sun, day Month Year 12:34:56 +0789
Content-Length: 18
? 2.1: ????????
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? 3 ?
???????MCMC
3.1 ??????
?????????????????????????????????????????
??????? [10]???????? λ > 0???? x ≥ 0???? 3.1??????
f(x) = λexp(−λx) (3.1)
????????????????????????????????????????? 1
λ
?
??????????????????????????????????????????
??????????????????????????????????
?????????????????????????. ??????? λ > 0?a > 0??
??? 3.2??????
f(x) =
λa
Γ(a)
xa−1exp(−λx) (3.2)
???????????? a=1???????????????????????????
?????? rate??????????????? θ = 1
λ
????????????????
???????????? θ? θ2????????????????? a? shape?????
????????????????????? aθ?aθ2????
??????????????????????????????????????????
????????????????????????? L.H.Gomes???spam??????
????? 0.21?? 0.26???????????????? [7]?????????????
???????????????L.Bertolotti?????????????????????
???????????????????????????????? [11, 12]?
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? 3 ?? ???????MCMC
3.2 Markov chain Monte Carlo (MCMC)
??????????????Markov chain Monte Carlo method, ??MCMC?????
??MCMC????????????????????????? [13]?????????
????????????????????????Metropolis-Hasting algorithm?????
???????Gibbs sampling?????????????????MCMC???????
??????????????????????MCMC????????????????
?????????????????????????????????????????
MCMC???????????????????????? ????????MCMC?
??????????????????????????MCMC?????????????
?????MCMC?????????????????????????????????
?????????????????? chain?????????????????????
????? chain???????????????????????????????? chain
??????????? chain????????????????????????????
?????? chain?????????????????????????????? [10]?
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? 4 ?
????
4.1 ????????
????????????? 2.2.2????? SpamTrap??????????? 2017? 7
? 23?? 1?????? 129,763?????
???????? Google Safe Browsing API??????????? 4.1???????
Goole Safe Browsing????????????URL???? Phishing?Malware????
?????? URL???????????? 99.1%???? 128,601??????????
phishing???malware?????????? 149???????????????????
??????????????????????????????
??????????????????????????????? 4.2????????
48.2%????????tw????????????????
? 4.1: Google SafeBrowsing API???????
?? ?? [?]?
???? 128,452
Phishing 116
Malware 33
? 128,601
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? 4 ?? ????
? 4.2: ??????????????????????? 10?
?? ?? [?] ????????
1 62,595 tw?
2 35,899 com
3 9,347 net
4 8,004 jp
5 6,878 hk
6 1,440 work
7 1,128 top
8 626 uk
9 559 club
10 367 org
? 128,601
4.2 ????
???????????????????
• step1
????From?????????????????????Return-Path??????
????????????????From?????????????????????
??????????????????????? 4?????????????
– ???????????????
– ?????????????????????
– ????????????????????????
– ??????????????????????????????
• step2?
step1???????????????? 5??? 100????????????????
??????????????????????????????????3.2????
??MCMC????????????????????Watanabe Akaike information
criterion?WAIC????????????????Akaike’s information criterion / AIC?
???????????????????????????????????? [13]??
?????????WAIC????WAIC????????????????????
???
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? 4 ?? ????
• step3?
step2?????????????????????????????Received???
?????????????????????Received??????? 4.1?????
??Received???? from????? IP????????????
Received??????????????????????????????Received??
???????????????????????????????????????
???????????????????????Received???? from?????
IP??????????????????????????????????????
???????????????? IP??????????????????????
???????????????????????????????????????
?????IP?????????????????????????????????
??????????????????????????????????????
Received:  from server1.domain ([y.y.y.y])
by server2.domain ([z.z.z.z]) ; Day, day Month year 00:00:00 +0900
Received:  from pc1.domain ([x.x.x.x])
by server1.domain ([y.y.y.y]) ; Day, day Month year 00:00:00 +0900
x.x.x.x
y.y.y.y z.z.z.z
pc1.domain
server1.domain server2.domain
? 4.1: Received??????
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? 5 ?
???????
5.1 ???? step1???
4.1??????????????????4.2?? step1????????????? 10?
?????? 5.1??? 5.4????
? 5.1: ????????? 10?
?? ?? [?] ???????????
1 1,368 info@twitter.com
2 1,014 info@rrcas.top
3 818 9800yen@salemail.work
4 582 9800yen@sale-mail.work
5 453 apple@secure.com
6 451 order@facebook.com
7 394 sonbana3@ml11.olivenews.net
8 385 preco3@ml09.olivenews.net
9 356 shien@nikkeiresearch.net
10 348 info@salemail.club
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? 5 ?? ???????
? 5.2: ?????????????? 10?
?? ?? [?] ?????????
1 7,092 hotmail.com
2 7,057 mail2000.com.tw
3 7,053 yam.com
4 7,040 msa.hinet.net
5 7,031 sfilc.com
6 7,024 gmial.com
7 7,003 yahoo.com.tw
8 7,001 anet.net.tw
9 6,983 wysina.com.tw
10 6,950 sparq.com.tw
? 5.3: ????????, ??????????? 10?
?? ?? [?] ?????? ????????
1 453 None apple@secure.com
2 133 None apple@applied.com
3 66 orepeko@aamail.jp members@p-world.co.jp
4 43 lnfw7@planetarymotion.net lnfw7@planetarymotion.net
5 42 cianna@pakistanoye.com cianna@pakistanoye.com
6 38 nkpeaks@55mail.jp sonbana3@ml11.olivenews.net
7 37 naniwa tk@55mail.jp sonbana3@ml11.olivenews.net
7 37 None secure@apple.ssl.com
9 36 anchorhati@55mail.jp sonbana3@ml11.olivenews.net
9 36 mon2000@55mail.jp sonbana3@ml11.oliveneews.net
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? 5 ?? ???????
? 5.4: ????????????????????? 10?
?? ?? [?] ?????? ?????????
1 453 None secure.com
2 133 None applied.com
3 66 orepeko@aamail.jp p-world.co.jp
4 43 lnfw7@planetarymotion.net planetarymotion.net
5 42 cianna@pakistanoye.com pakistanoye.com
6 38 nkpeaks@55mail.jp ml11.olivenews.net
7 37 naniwa tk@55mail.jp ml11.olivenews.net
7 37 None apple.ssl.com
9 36 anchorhati@55mail.jp ml11.olivenews.net
9 36 mon2000@55mail.jp ml11.oliveneews.net
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? 5 ?? ???????
5.2 ???? step2???
5.2.1 ???????????????????
4.2?????? step2????????? 5.1?? 5.2??? 5????????????
??? 5.1??? 5.10????????? 5.3?? 5.4??? 2?????????????
?? 5.11??? 5.14?????????????????????????????????
? 5.1: ? 5.1? 1??????????????
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? 5 ?? ???????
? 5.2: ? 5.1? 2??????????????
? 5.3: ? 5.1? 3??????????????
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? 5 ?? ???????
? 5.4: ? 5.1? 4??????????????
? 5.5: ? 5.1? 5??????????????
20
? 5 ?? ???????
? 5.6: ? 5.2? 1???????????????
? 5.7: ? 5.2? 2???????????????
21
? 5 ?? ???????
? 5.8: ? 5.2? 3???????????????
? 5.9: ? 5.2? 4???????????????
22
? 5 ?? ???????
? 5.10: ? 5.2? 5???????????????
? 5.11: ? 5.3? 1??????????????
23
? 5 ?? ???????
? 5.12: ? 5.3? 2??????????????
? 5.13: ? 5.4? 1??????????????
24
? 5 ?? ???????
? 5.14: ? 5.4? 2??????????????
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? 5 ?? ???????
5.2.2 WAIC??????
???????????????????????????????WAIC??????
???? 5.5????
? 5.5: ???????????WAIC?
?? ????WAIC? ?????WAIC? WAIC??
5.1 14,035.039 13,210.666 824.373
5.2 11,038.885 11,039.251 0.366
5.3 8,493.098 8,482.420 10.678
5.4 5,737.505 5,738.254 0.749
5.5 5,096.919 5,052.559 44.360
5.6 49,640.749 49,137.728 503.021
5.7 49,462.136 48,883.713 578.423
5.8 49,438.040 48,903.723 534.317
5.9 49,377.727 48,861.707 516.020
5.10 49,336.521 48,776.138 590.383
5.11 5,096.890 5,052.632 44.258
5.12 1,813.355 1,814.194 0.839
5.13 5,096.901 5,052.736 44.165
5.14 1,813.387 1,814.287 0.900
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? 5 ?? ???????
5.3 ???? step3???
4.2????? step3????? 5.6????
? 5.6: ????????????????????
?? ? a ?? [?]1 ?????? 1[?] ?????? 2[?]
5.1 0.00737 0.45305 138 1,366 0
5.2 0.01072 0.91273 7 2,013 0
5.3 0.01295 0.85790 6 817 0
5.4 0.02075 1.06068 6 581 0
5.5 0.0068 0.69872 29 0 453
5.6 0.0603 0.73426 7,321 0 7,092
5.7 0.05873 0.71876 7,279 0 7,057
5.8 0.05942 0.72723 7,276 0 7,053
5.9 0.05958 0.73095 7,263 0 7,040
5.10 0.05878 0.72203 7,251 0 7,031
5.11 0.00682 0.69941 29 0 453
5.12 0.00333 1.16219 19 0 133
5.13 0.00683 0.69986 29 0 453
5.14 0.00332 1.1602 19 0 133
5.4 ??
5.4.1 5.1??5.2????
? 5.2?????? 4.2???????tw???????????????????? 5.1?
?????tw???????????????????tw????????????????
???@??????????????????????????? 5.3?? 5.4??????
??????????????????????????????????????????
?????????????????
? 5.1??? 5.14???? 3????????????????????????????
?????????????????????????????????????????
?????????????????????????? 5.2??????????????
1?????? IP???????
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? 5 ?? ???????
? 5.5???????????????????????????? 5.12?????????
??????????????????????????????? 5.5????? 5.5??
???? 5.2?? 5.4?? 5.12???? 5.14? 4??????WAIC???????????
????????????????????????????WAIC???????? 4?
?????????????WAIC??????????? 1??????????????
????????????? a=1?????????????????????? 5.1???
5.14?????? a??? 1?????????????????????????????
??????????????????????????????????
5.4.2 5.3????
? 5.6????????????????????????????a?Received????
????????????????????
??????? 2????? 5.5?? 5.14????????? a? IP?????????
?????????? a????????? IP?????????????????????
??????????????????????????????????? a??????
? 2?????????????IP??????????????????????????
???????????????? a? Received???????????????????
??????
?????????? 2???????????????? IP????????????
?????????? a??????? IP???????????????????????
???????????? IP????????????????????????????
?????????????????????? IP??????????????????
????????????? rate?????????rate????????????????
????????????????? 2????????????????????????
??????????????????????????????????????????
??????? IP????????????????? IP???????????????
???????????????????????????????? IP????????
????????????????????????? botnet?????????????
???????????????????????
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? 6 ?
??
6.1 ???
??????SpamTrap???????????????????MCMC???????
??????????????????????????????????????????
???????????SpamTrap????????????????????????
????????????????Received????????????????????
????????????????????? IP???????????????????
??????????????????????????????????????????
????
6.2 ?????
??????????????
• ???????
??????????????????Receied?????????????????
?????????????????????????????URL????????
???????????????????????????????????????
??????????
• ???????
??????SpamTrap????? 1?????????????????1?????
???????????????????????????????????????
????????????????????????????????? 1?????
????????????????????
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??
??????????, ??????????????????????????????
??????????????????????????????????????????
????????????????????, ?????????????????????
?????????????
30
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